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Floating

O
=]
]
[m]
m]

Régles Firewall WAN/LAN/DMZ

WAN LAN

Rules (Drag to Change Order)

States

AR RN

Floating WAN

DMZ

OpenVPN

Protocol Source Port Destination Port

IPv4UDP  * * WAN address 1194 (OpenVPN)

IPvATCP  * * RDGateway 3389 (M5 RDP)

IPv4UDP * & RDGateway 3391

IPv4TCP  * 9 192.168.200.2 443 (HTTPS)
LAN DMZ OpenVPN

Gateway Queue Schedule

*

none

none

none

none

[ O

Description

VPN
RDP TO DMZ RDG
UDP to DMZ RDG

NAT HTTPS WAN TO HAProxy

Actions

&S 00mx
&S 00mx
&S 00mx
& ,00m

@ o

Rules (Drag to Change Order)

a

States

1/1.76 MiB

19/158.79

MiB

0/0B

0/0B

o/0B

0/0B

0/0B

0/0B

0/0B

0/0B

Protocol

IPv4 *

IPv4
TCF/UDP

IPv4
TCP/UDP

IPv4
TCP/UDP

IPv4
TCF/UDP

IPv4
TCR/UDP

IPv4 ICMP
any

IPv4 TCP

IPv4 TCP

Source

»

Port Destination

L LAN Address

172.16.201.0/24 * DCs

172.16.20

172.16.20

172.16.0.0,

17216.04

172.16.0.4

1.0/24 * 172.16.0.0/24

1.0/24 * DMZ subnets

124 * DMZ subnets

N RDGateway

* RDGateway

Port

443
80

*

.

Internet

5985

3380 (MS

RDF)

Gateway Queue Schedule Description

*

none

none

none

none

none

none

none

none

none

Anti-Lockout Rule

ping to other

WSs-Management and PowerShell

Remating to RDGW

Remote Desktop to RDGW

Actions

o
4400
o
4400
mix
$£00
m
&£ 00
@
4400
mix

4700
i %

3400
i %
$/00
mx

4700
i %



Floating WAN LAN DMZ OpenVPN

—
Rules (Drag to Change Order)
[m] States Protocol Source Port Destination Port Queue D ipti Actions
O v 0/298  IPva* DMz . s * * none 4000
KiB subnets b4
O « 008 IPv4 RDGateway * DCs 88 * none RDG to AD Kerberos Access 3000
TCP/UDP x
O v 0/0B IPva TCP RDGateway *  DCs 135 " none RDG to RPC applications distantes 3000
x
O v 008 IPv4 UDP RDGateway *  DCs 123 (NTP) * none DMZ to LAN NTP 4000
x
O v 00B |Pv4 UDP RDGateway *  DCs 137 (NetBIOs- * nane NetBIOS NS 3000
NS) x
0O v 008 IPv4 TCP RDGateway *  DCs 139 (NetBIOS-  * none DMZ to assurmer.fr domain SMB 4000
S5N) x
O v 00B Pv4 RDGateway *  DCs 389 (LDAP) . none RDG to LDAP Access 3000
TCP/UDP x
0O v 008 IPv4 TCP RDGateway *  DCs 3268 * none RDG to LAN LDAP 4000
x
O v 00B Pv4 RDGateway *  DCs 53 (DNS) " nane RPG to DNS Access 4000
TCP/UDP x
O v 008 P4 RDGateway *  DCs 445 (MSDS) * none DMZ to assurmerfr domain 4000
TCP/UDP x
O v 00B IPv4 TCP RDGateway *  DCs 5985 " none WS-Management and PowerShell 3000
Remoting x
O ¢ 008 Py TCP RDGateway *  DCs 1024 - 65535 " none RPC NTDS 3000
x
O v 0/0B IPv4 TCP RDGateway * 172.16.0.4 5985 J none WS-Management and PowerShell giy &
Remoting x
O « 008 IPud TCP RDGateway * 1721604 5504 . none RD Web Access to Broker 3000
O + 0/0B IPv4 TCP RDGateway *  RDCE_ 3389 (MSRDP)  * none DMZ to LAN RDP
RDSH
0O v 008 IPv4 ICMP DMZ = * = w none PING to other

any subnets



